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VLE Content Management, Retention
and Disposal

Thisdocument sets outthe principlesandrequirementsfor VLE content
managementinlinewiththe UniversityRecords ManagementPolicy.

Principles

e Thevirtuallearning environmentexists to support teaching, learning and the student
experience, notcollaborationand contentmanagementin general.

o Coursesshouldbe preservedas anacademicrecord once they are completed.

e Studentsshouldhave accessto their courses for the duration of their studies so they canrefer
back to course contentandfeedback provided by markers.

e Thevirtuallearningenvironmentis and contains University Information Assets thatare
recordedinan information assetregister and classified according to University information
security and records management policies.

e Inperpetuityisabadidea, particularly for data processing accountability, so no serviceis
providedthatisn'ttime bound.

o Information Assets can contain personally identifiable data. DataProtectionlaws dictate that
personal datashould notbe heldfor/ongerthannecessary

e Personaldataheldlongerthannecessary can increase the risks posed by information security
breaches due to increasing the volume of datathatis potentially affected.

e Theaccountability principle of the GDPR requires us to demonstrate we are compliant with
data protectionlaws. Documented and clearly defined recordretention and disposal schedules
are one way in which this requirement can be met.

Requirements

Atalltimes assets withinthe VLE are accessible to authorised university data trustees, stewards,
custodians and record managers as needed to fulfil their roles and responsibilities.

AcademicCourse Information Assets

Thereisan assetlifecycle forinformation assets related to course spaces thatis based on academic
sessions.

[2) (/} <& AN
g & & & o £ S
S < &* 5 & £ S
(ZJ K Q < (Z) N
Q Q
OOOO Og &

C o < 3

& G o S

< & %"7 v?o

&

©University of Reading2021 Tuesday 20 July 2021 Page1



— VLE Content Management, Retention and Disposal v1.2
Course spaces are created in advance of each academic session and made available to module
convenors forpreparation.

Module convenors can decide whether to start each new course space with an empty shell orwitha
copy ofthe contentfrom another course space.

Courseinformation assets are activated when they are made available to enrolled students.

Course spaces andrelated assets are preserved as course records at the end of the academic session
inwhichtheir delivery concludes. Atthis pointcourses canremain available to participants for
reference butno further changes to contentor structure should be made.

Courserecords areretained for seven years after the academic sessioninwhich their delivery
concludes (1+7 principle).

Forthefirstthreeyears of the retention period, courserecords are held as areference copy so they
can be directly viewable by those who had a role inthe active course.

Fortheremaining fouryears of theretention period, courserecords are heldin dark storage as an
archive copy.

Accessto aretained copy can be providedinresponse to alegitimate query concerning course
records.

Atthe endof theretention period course records are removed entirely fromany containing systemand
are securely destroyed.

Portfolios

Portfoliosproducedinresponse to the academicrequirements ofaProgrammeorModule are
considered to be AcademicInformation Assets and have the same retention period as Academic
Courses. Other portfolios are considered to formpart of the user's personal assets, and are subject to
the normalretentionperiodfor personalinformation assets.

OrganisationInformation Assets

Thereisan assetlifecycle forinformation assets related to organisation spaces thatis based on
subscriptionperiods.
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Allorganisations should be time boundand are provided for an agreed subscriptionterminresponse to
alegitimaterequest.

Allorganisations musthave anominated owner, who is acurrentemployee.
Organisationinformation assets are activated whenthey are made available to enrolled participants.
Organisations expire at the end of their subscription term, unless renewed.
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After expiration organisationsbecome inactive andinaccessible and are retained for 2 years.

Arenewal requestcan be made at any pointduring the retention period ataccess to the organisation
space can berestoredforafurther subscriptionterm.

Atthe endof the retention period organisation assets are removed entirely from any containing
system andare securely destroyed.

Requestsfororganisation spaces may be refusedif notrelated to teaching &learning or the student
experience. Reguestmay also be refusedif an alternate digital platform is more suitable for meeting
the requirement.

User Information Assets

Thereisan assetlifecycle forinformation assets related to user accounts thatis based on the identity
lifecycle.

Auseraccountmay be disabled inidentity management systems before the useris deactivatedinthe
VLE.
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User contentis any content,including practice/training courses created forindividual use, withinthe
VLE thatis associated with a specificuser accountand that that is notreferenced by an academic
course oraportfolio.

Where user contentis referenced by an academic course of aportfolio then the academiccourse or
portfolio schedule applies.

User contentwillbe retained for sevenyears afterthe user leaves the University.

Other Information Assets

System monitoringinformation and operationalbackups are managed by the hosting service according
to their policies and our operating agreements.

Anonymised statistical and reportinginformationis retainedindefinitely for bench marking.

Snapshots (system pointintime copies of the system orany part for development, quality assurance or
service transition) are reviewed after one year or upon the conclusion of any commissioning project or
work initiative, whicheveris earlier and can be retained for a maximum of three years.
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Disposal Schedule

Class of Assets

Rationale

Retention/Review Period

Academic Course Content

Any VLE information asset
associated with an acadermic
course space.

Retainfor 7 years afterthe
academic sessioninwhich their
delivery concludes

Students should have
access to course material,
and feedback on
assessment, forthe
duration of their
programme.

Retainlongenoughto
answer any academic
queries or disputes after
enrolment.

P ortfolio —for a specific course

Any VILE information asset
associatedwith an acadermic
course space and a portfolio.

Retainfor 7 years afterthe
academic sessioninwhich that
coursedelivery concluded.

Retainlongenoughto
answer any academic
queries or disputes after
enrolment.

Portfolio - personal

Any VLE information asset
associatedwith apersonal
portfolio.

Retainfor 1year afterthe
academic sessioninwhichthe
user accountis deactivatedin
the VLE.

Alignwith courseretention
policies.

Organisation Space Content

Any VLE information asset
associatedwith an organisation
space.

Review 2 years after subscription
expiry.

Some organisational space
useris periodicso retain
long enough after
subscription expiry to
confirm organisationisno
longerrequired.

User Content

Any VLE information asset
associatedwith anindividual user
that isnot also associated with an
acadermic course or portfolio
space. Includes but is not limited
to personal content and individua
practice courses.

Retainfor 7 years afterthe user
leaves the University.

Align with user account
retention policies.

System Monitoring Information

Any VLE information asset
associatedwith system
administrators and/or used'to
operate the service.

As per policies and operating
agreements of hosting service.

Align with service operation
policies.

Retain data as needed for
operatingthe system. In
principle thereislittle
operational needfor such
informationbeyond 6-12
months.

Anonymised Statistical and
Reporting Information

Any VLE information asset that
does not contain personally
identifiable information that is
usedforanalysisor reporting.

Can beretainedindefinitely.

Forbenchmarkingand
longitudinal analysis.

System Pointin Time Copies
(Snapshots)

Any VLE information asset used
for service transition.

Reviewedthe earlier of: 1 year or
upon the conclusion of any
commissioning projector work
initiative,

Retainforamaximum of 3 years.

Forrecovery, rollback and
quality assurance during
developmentand service
transition.
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VERSION CONTROL

VERSION KEEPER REVIEWED APPROVEDBY APPROVALDATE
1.2 - Final DTS/CQSD 16/06/2021 Data Protection  21/06/2021
Officer
1.1 IT/CQSD 04/06/2018 UoR Policy 05/09/2018
Group
1.0 —=Final IT/CQSDTEL 13/06/2018 UoR Policy 04/09/2018
Group
1.0 -Draft1 IT/CQSDTEL 13/06/2018 Project Team 13/06/2018
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